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Section 1. Purpose and Intent ;: 
t"t,^.

The purpose and intent of this Act is to estallislr.the exclusive standards for data security and investigation and notification of

a breach of data security applicable to licenseesin thi3.state'
,;,iti::::. i,,,

Section 2. Applicability unO Scope, ,,*l/i
-5r

Consistent with authoriry to regulate tt.,e Uusiill8is of insurance pursuant to the McCarran-Ferguson Act, l5 U.S.C. $ l0l I et

seq. and the laws of this state, thlr e.t is intended to regulate the business of insurance. No other provision of state or federal

law or regulation regarding data security or investigation or notification of a breach of data security shall apply to licensees

subject to the provisions of this Act.

Section 3. Definitions

As used in this Act, the following terms shall have these meanings:

A. ,,Breach of data security," "breach," "data breach," or "security breach" means the unauthorized acquisition

of personal information.

The term .,breach of data security" does not include the unauthorized acquisition of personal information

that is encrypted, redacted, or otherwise protected by another method that renders the infonnation

unreadable and unusable if the encryption, redaction, or protection process or key is not also acquired

without authorization.

B. ,.Consumer" means an individual or entify, including but not limited to policyholders and their family

rnembers.
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C. "Consumer reporting agency" has the same meaning as "consurner reporting agency that corrpiles and
maintains files on consumers on a nationwide basis" in section 603(p) oitn" fuit Credit Reporting Act (15
U.S.C. 1681a(p)).

F.

"Encrypted" means rendered unusable, unreadable, or indecipherable to an unauthorize{ person through a
security technology or methodology generally accepted in the field of infonnation security.

"Information security program" means the administrative, technical, or physical safeguards that a licensee
uses to access, collect, distribute, process, protect, store, use, transmit, dispose of, or otherwise handle
personal information.

"Licensee" means all licensed insurers, producers and other persons licensed or required to be licensed, or
authorized or required to be authorized, or registered or required to be registered pursuant to the Insurance
Law of this state.

"Personal Infonnation" means

(l) A financial account number relating to a consuffrer, including a credit card number or debit card
number, in combination with any security code, access code, password, or other personal
identification information required to access the financial account; or

identification
used to verify

identity;

A user na in combination with a password or security question and
answer permlt access to an online or financial account of the consumer:

f th€ consumer used to gain access to financial accounts of the consumer;

Health of the consumer;

lnformation that the consumer provides to a licensee to obtain an insurance product or
service used primarily for personal, family, or household purposes from the licensee;

Information about the consumer resulting from a transaction involving an insurance
product or service used primarily for personal, family, or household purposes between a
licensee and the consumer;

Information the licensee obtains about the consumer in connection with providing an
insurance product or service used primarily for personal, family, or househbld purpo..,
to the consumer; or

(i) A list, description, or other grouping of consumers (and publicly available infomarron
pertaining to them), that is derived using the information described in fsubparagraphs (f)
through (h), information provided to licenseesl that is not publicly avaiiable.

Any information or data except age or gender, that relates to:

(a) The past, present or future physical, mental or behavioral health or condition of a
consumer;

D.

E.

G.

(2)

(c)

(d)

(e)

(0

(e)

(h)

(3)
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(b) The provision of health care to a consumer; or

(c) Payment for the provision of health care to a consumer.

The term "personal information" does not include publicly available information that is lawfully made

available to the general public and obtained from federal, state, or local govemment records; or widely
distributed media.

"Substantial harm or inconvenience" means

(1) Identity theft; or

(2) Fraudulent transactions on financial accounts.

"Third-party service provider" or "seryice provider" means a person or entity that maintains, processes or

otherwise is pennitted access to personal information through its provision of services directly to the

licensee.

Information Security ProgramSection 4.

B

(2)

(3)

Protect against,,A,ny,j,,anllbipated threats or hazards to the security or integrify of the information;

fi:,"a, 
agalnst 

"ly "l:t-w lnreats or nazarqs to ure sc!,urrty ur rurtrBrrty ur urs uuurrtr4rr

Protect againsq4trnautf,ollr"A access to or use of the information that could result in substantial

harrn or inconvenience to any customer.
,:t:.:1,

C. Appropriateness of Information Security Program

The scale and scope of a licensee's information security program shall be appropriate to:

(l)

(2)

(3)

The size and complexity of the licensee;

The nature and scope ofthe activities ofthe licensee; and

The sensitivity of the consumer information to be protected.

Risk Assessment

The licensee shall:

( l) Designate an employee or employees to coordinate the information security programl

(2) Identifu reasonably foreseeable internal or external threats that could result in unauthorized

disclosure, misuse, alteration or destruction of personal information or personal information

sYstems;

D
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Assess the likelihood and potential damage of these threats, taking into consideration the
sensitivity of the personal information;

Assess the sufficiency of policies, procedures, personal information systems and other safeguards
in place to control these risks, including consideration of risks in each relevant area of the
licensee's operations, including:

Employee training and management;

Information systems, including network and software design, as well as infonnation
processing, storage, transmission, and disposal; and

(c) Detecting, preventing, and responding to attacks, intrusions, or other systems failures;
and

(5) Design and irnplement information safeguards to control the risks identified in its risk assessmenr,
and regularly assess the effectiveness ofthe safeguards'key controls, systems, and procedures,

Risk Management

The licensee shall: 
*re

(l) Design its information security prograln,o #riuUt"rne identified risks, commensurare with the
sensitivity of the information, as well as$the compl'exrty and scope of the licensee's activities,
using as a guide, the Frantework.for Improvirrg CriticaI Infrastlucture Cybersecurity developed by
the National Institute of Standards ahd*Jeohnology (NIST), including adopting the following
security lneasures: 

,#ru**.a_ .* 
_(a) Place access controls fr it#rii,alron systems, including controls to authenticate and

permit access oply.,to authijrized individuals and controls to prevent employees from
providing p,e;sonal ffifomation to unauthorized individuals who may seek to obtain this
informatiori t@ugh;fraudulent means;

'..'-(b) Rest+ict acBilS at p$lsical locations containing personal information, such as buildings,
coinp-lter facilfties, and records storage facilities, to permit access only to authorized
individu,als; &.,,, *

(c) Encrypt eltbtronic personal information, including while in transit or in storage on
networks or systems to which unauthorized individuals may have access:

(d) Design procedures to ensure that information system modifications are consistent with
the licensee's information security program;

(e) Utilize multi-factor authentication procedures, segregation of duties, and employee
background checks for employees with responsibilities for, or access to, personal
lnlofinatlon;

Regularly test or monitor systems and procedures to detect actual and attempted attacks
on, or intrusions into, information systems:

Implement response programs that specify actions to be taken when the licensee suspects
or detects that unauthorized individuals have gained access to infonnation systems;

Implement measures to protect against destruction, loss, or damage of personal
information due to potential environmental hazards, such as fire and water damage or
technological failures; and

(3)

(4)

(a)

(b)

E.

(0

fo)

(h)
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(i) Develop, implernent, and maintain appropriate fiIeasures to properly dispose of personal

information;

Address cybersecurity risks into the licensee's enterprise risk management process; and

Use an Information Sharing and Analysis organization 0sAo) to share information and stay

informed regarding emerging threats or r'ulnerabilities'

n Oversight by Board of Directors

(l) If the licensee has a board of directors, the board or an appropriate committee of the board shall:

(a) Approve the licensee's written information securify program; and

(b) Oversee the development, implementation, and maintenance of the licensee's informatton

security program, including assigning specific responsibility for its implementation and

reviewing reports from management.

If the licensee has a board of directors, the licensee shall report to its board or an approprlate

committee of the board at least annually, the following information:

(2)

/1)

(2)

(a)

(b)

The overall status of the information
this Act; and

Material matters related to i

."":

r 
1eC11!1tV 

program and the licensee's compliance with

'"4l1.:.,.:tt..

addr&ing issues such as risk assessment, risk

manasement and control
o ----'--

iervice provider arangements, results of testing,

,""uriiy breaches or viplations-hfld -unug"ment's responses, and recommendations for

tJ. Oversight of Third-Party Service

The licensee shall:

(1)

(2)

(a)

(b)

Implement and maintain appropriate safeguards for the personal information at issue,

inciuding those security .n.ui.,rrr listed in [Section 4E(1), Risk Management].

Notify licensee within three (3) calendar days of a discovery of a breach of data security

in a system maintained by the third-parfy service provider that has- been contracted to

maintain, store, or process data containing personal information on behalf of a licensee;

Indemnify licensee in the event of a cybersecurity incident that results in loss;

Allow licensee or its agents to perform cybersecurity audits of the third-party sewice

provider; and

Represent and warrant its compliance with all requirements; and

(c)

(d)

/1\

(e)

Oversee or obtain an assessment of the third-party service provider's compliance with contractual

obligations, where appropriate in light of the licensee's risk assessment

O 2016 National Association of Insurance Commisstoners



H.

?tz"y,,:. .l:,llw,\te,\' \&r 
r >t<am{ i nyr: T?*r.\,5si{}k I stz N, r"

Program Adjustments

The licensee shall monitor,- evaluate and adjust, as appropriate, the information security program in light ofany relevant changes in technology, the sensitivity oiits personal information, internal or external threats toinformation, and the licensee's own changing business'arrangements, such as mergers and acquisitions,
alliances and joint ventures' outsourcing arrangements and chariges to personal information systems.

Consumer Rights Before a Breach of Data Security

The licensee shall provide consumers with infonnation regarding the types of personal informationcollected and stored by licensee or any third-party servicJproviiers it contracts with.

The licensee shall post its privacy policy on its websites and make it available to consumers in hardcopy' upon request' The privacy policy shall explain what type of personal information licenseecollects, what options consumers have about theii data, ho- tonsumers can review and change orcorrect their data if needed, how the data is stored and protected, and what consumers can do if thelicensee does not follow its privacy policy.

Investigation of a Breach of Data Security

If a licensee believes that a breach of data security ha
information that is maintained, communicated, or otheff;t

Section 5.

Section 6.

Section 7.

A.

B.

B.

A.

During the investigation, the licensee shall:

licensee shall conduct an investisation.

may have
handled by,

occuned in relation to personal
or on behalf of, the licensee, the

(t)

(2)

Assess the nature and scope of the incident;

,,,#
.,,/'fl

rf,'

," ** ;r, nave been involved in rheidentify any personal informatiori! incident;

(3) Determine if the

(4) Take reasonable
it*]-

to restore the security and confidentiality of the systems compromised

Notifi cation or a rrffi'b1gr ngff security
*'

-q

If the licensee determineJ under.[Section 
.6, Investigation of a Breach of Data Security] that theunauthorized acquisition of personal information involved in a breach of data security is reasonably likelyto cause substantial harm or inconvenience to the consumers to whom the information relates, the licensee,or a third party acting on behalf of the licensee, shall notify, without unreasonable delay:

(l) An appropriate Federal and state law enforcement agency;

(2) The insurance comrnissioner;

(3) Any relevant payment card network, if the breach involves a breach of payment card numbers;

(4) Each consumer reporting agency that compiles and maintains files on consumers on a nationwide
basis, if the breach involves personal information relating to 1,000 or urore consumers; and

(5) All consumers to whom the personal infonnation relates.

Providing Notice to the Commissioner

No later than five (5) calendar days of identifying a data breach, the licensee shall notify the commissioner,providing as much of the following information as is known to the licensee:

A

B.

O 2016 National Association of Insurance Commissioners



(s)

(6)

(7)

(1)

(2)

(3)

(4)

(8)

(e)

(10)

(11)

(12)

( l3)

( l4)

T>';,t,.'t,zrr4*q *.r,"y' tv\ t:l;ztiAtNti /\:it.) tr"315{.'1-l$lilf }N T3"2.:"' t

Date of the breach;

Description of the breach, including how the information was lost, stolen, or breached;

How the breach was discovered;

Whether any lost, stolen, or breached information has been recovered and if so, horv this was

done;

Wlrether any individuals involved in the incident (both internal and extemal) have been identified;

Whether a police reporl has been filed;

Description of the type of information lost, stolen, or breached (equipment, paper, electronic,

claims, applications, ttndetwriting forms, tnedical records etc.);

Whether the information was encrypted;

The time period covered by the infonnation that was lost, stolen or breached;

Results of any intemal review identitying
that all procedures were followed; .u{ii;}

data brcach

amiliar with the and able to authorize actions

nt agencies that have been notified and when notification was

No later than sixty (60) calendar days of identifying a data breach, the licensee shall notify each consumer

reporting agency that cornpiles and maintains files on consumers on a nationwide basis, if the breach

involves personal information relating to [1000] or lnore consumers.

Providins Notice to Consumers

(l) No later than sixty (60) calendar days

affected consumers.

Licensee will provide the notification
agreed to be contacted through e-mail.

of identif,iing a data breach, the notify all

writing by first-class unless the consumer has

No later than forty-five (45) calendar days of identifying a data breach, the licensee shall provide

to the commissioner, a draft of the proposed written communication to consumers' The

commissioner shall have the right to edit the proposed communication before the licensee sends it
to consumers. This proposed notification shall be written in plain English and include the

following infonnation :

Cc) 2016 National Association of Insurance Commissioners



(c)

(d)
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(a) A description of the type of information involved in the data breach;

(b) A description of the action that the licensee or business it contracts with has taken to
safeguard the information;

A summary of rights of victims of identity theft prepared under $ 609(d) of the Fair
Credit Reporting Act (15 U.S.C. 1681g(d));

The steps consumers can take to protect themselves from identity theft or fraud, which
shall include an explanation that consumers shall have a right to do the following:

(i) Put a 90-day initial fraud alert on their credit reports;

(iD Put a seven-year extended fraud alert on their credit reporls;

(iii) Put a credit freeze on their credit report;

(iv) Get a free copy oftheir credit repofi from each credit bureau;

(v) Get fraudulent information related to the data breach removed (or "blocked")

(vi)

(vii)

(viii)

(ix)

Contact i

to

nationwide consumer reporting agencies;

br the licensee or its designated call center: and

An the licensee to the consumer to provide appropriate identity theft
protect ices free of cost to the consumer for a period of not less than twelve (12)
months.

(e)

(0

(e)

Providing Notice Regarding Breaches of Third-par1y Service providers

Licensee shall comply with [Subsections B and D] by notifying the comrnissioner and consumers in the
event of a breach of data security in a system maintained by a third-party service provider. The
computation of licensee's deadlines shall begin on the day the third-party service provider provides notice
to licensee.

Section 8.

F. Notwithstanding the requirements of [Subsections C, D, and E], notice may be delayed where requested by
an appropriate state or federal law enforcement agency. The commissioner shall be notified of uny ,u"L
request.

Consumer Protections Following a Breach of Data Security

After reviewing the licensee's data breach notification, the commissioner shall prescribe the appropriate level of consumer
protection required following the data breach and for what period of time that prolection will be pro,rid.d. et a minimum, the
licensee will offer to pay for at least twelve (12) months of identity theft proteclion for affected consumers.

@ 2016 National Association of Insurance Commissioners
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Power of Commissioner

The commissioner shall have power to examine and investigate into the affairs of any licensee to determine whether the
licensee has been or is engaged in any conduct in violation of this Act. This power is in addition to the powers which the
commissioner has under [insert applicable statutes governing the examination of insurers]. Any such examination shall be
conducted pursuant to [insert applicable statutes governing the examination ofinsurers].

Section 10. Hearings, Witnesses, Appearances, Production of Books and Service of process

Whenever the comrnissioner has reason to believe that a licensee has been or is engaged in conduct in this
state which violates this Act, the commissioner shall issue and serve upon such licensee a statement of
charges and notice of hearing to be held at a time and place fixed in the notice. The date for such hearing
shall be not less than [insert number] days after the date of service.

At the time and place fixed for such hearing the licensee charged shall have an opporfunity to answer the
charges against it and present evidence on its behalf. Upon good cause shown, the commissioner shall
permit any adversely affected person to intervene, appear and be heard at such hearing by counsel or in
Derson.

C.

stenographic record is made and ifjudicial ght, the commissioner shall prepare a statement of

Statements of charges,
served by anyone duly behalf of the commissioner. Service of process may be
completed in the man law for service of process in civil actions or by registered mail. A

Section 9.

Section 11.

copy of the stateme
whose rights under

A

D

o{pe, order or other process shall be provided to the person or persons
been allegedly violated. A verified retum setting forth the manner of

service, or return

Confidentiality

in the case of registered mail, shall be sufficient proof of service.

Any documents, materials or other information in the control or possession of the department of insurance
that is fuinished by a licensee or an employee or agent thereof acting on behalf of licensee, or obtained by
the insurance commissioner in an investigation pursuant to this Act shall be confidential by law and
privileged, shall not be subject to [insert open records, freedom of information, sunshine or other
appropriate phrase], shall not be subject to subpoena, and shall not be subject to discovery or admissible in
evidence in any private civil action. However, the insurance commissioner is authorized to use the
documents, materials or other information in the furtherance of any regulatory or legal action brought as a
part of the insurance commissioner's duties.

Neither the insurance commissioner nor any person who received documents, materials or other
information while acting under the authority of the insurance commissioner shall be permitted or required
to testify in any private civil action concerning any confidential documents, materials, or information
subject to ISubsection A].

In order to assist in the performance of the insurance commissioner's duties under this Act, the insurance
commissioner:

A.

B.

C.

At any hearing conducted pursuant to this section, the co,qffinissioner may administer oaths, examine and
cross-examine witnesses and receive oral and documenQy evidence. The commissioner shall have the
power to subpoena witnesses, compel their attendance #rd Sfuquire the production of books, papers, records,
correspondence and other documents which are *Flevant to-the hearing. A stenographic record of the
hearing shall be made upon the request of qry'part_)* or at ihe discretion of the commissioner. If no

Act ha
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T3 ttt:.t : w ta x*'v \N t tttY\tN d t t'x r> | 3 tgt"''. : 95 t*l; * x lr t'

(1) May share documents, materials or other information, including the confidential and privileged

documents, materials or information subject to fsubsection A], with other state, federal, and

intemational regulatory agencies, with the National Association of Insurance Commissioners, its

affiliates or subsidiaries, and with state, federal, and intemational law enforcement authorities,

provided that the recipient agrees to maintain the confidentiality and privileged status of the

document, material or other information;

(2) May receive documents, materials or information, including otherwise confidential and privileged

documents, materials or information, from the National Association of Insurance Commissioners,

its affiliates or subsidiaries and from regulatory and law enforcement officials of other foreign or

domestic jurisdictions, and shall maintain as confidential or privileged any document, material or

information received with notice or the understanding that it is confidential or privileged under the

laws of the jurisdiction that is the source of the document, material or information; and

(3) [OpTIONAL] May enter into agreements governing sharing and use of information consistent

with this subsection.

D. No waiver of any applicable privilege or claim of confidentiality in the documentso tnaterialso or

information shall occur as a result of disclosure to the commissioner under this section or as a result of
sharine as authorized in fSubsection Cl.

E.

$?
Nothing in this Act shall prohibit the insurance .o-miBsion.r from releasing final, adjudicated actions

including for cause terminations that are open to public inspecrion pursuant to finsert appropriate reference

to state 1aw] to a database or other clearinghope service'4gintained by the National Association of
Insurance Commissioners, its affiliates or 

*sdbsidiaries 
of the National Association of Insurance

Commissioners. ; 
"

Section 12.

Section 13.

A. on hearings], the commissioner determines that the licensee

violation of this Act, the commissioner shall reduce his or

irse to be served upon such licensee a copy of such findings

and an order requirin to cease and desist from the conduct or practices constituting a

violation of this Act

B. If, after a hearing purs [section on hearings], the commissioner determines that the licensee

charged has not engaged i or practices in violation of this Act, the commissioner shall prepare a

written report which sets forth findings of fact and conclusions of law. Such report shall be served upon the

licensee charged and upon the person or persons, if any, whose rights under this Act were allegedly

violated.

Until the expiration of the time allowed under Section [section on judicial review] of this Act for filing a

petition for review or until such petition is actually filed, whichever occurs first, the commissioner may

modify or set aside any order or report issued under this section. After the expiration of the tirne allowed

under Section [section on judicial review] of this Act for filing a petition for review, if no such petition has

been duly filed, the commissioner may, after notice and opportunity for hearing, alter, modify or set aside,

in whole or in part, any order or repoft issued under this section whenever conditions of fact or law warrant

such action or ifthe public interest so requires.

Penalties

In any case where a hearing pursuant to Section [section on hearings] results in the finding of a knowing

violation of this Act, the commissioner may, in addition to the issuance of a cease and desist order as

prescribed in Section [section on cease and desist orders], order payment of a monetary penalty of not more

than [$500] for each violation but not to exceed [$10,000] in the aggregate for multiple violations.

C.

A.

If, after a hearing pursuant to
charged has engaged in cond

her findings to writing and sh
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B. Any person who violates a cease and desist order of the commissioner under Section [section on cease and
desist orders] of this Act may, after notice and hearing and upon order of the commissioner, be subiect to
one or more of the following penalties, at the discretion of the commissioner:

(l) A monetary fine of not more than [$10,000] for each violation;

(2) A monetary fine of not more than [$50,000] if the commissioner f,rnds that violations have
occuned with such frequency as to constitute a general business practice; or

(3) Suspension or revocation of an insurance institution's or agent's license.

Notwithstanding the foregoing, nothing in this Act shall be construed to limit the commissioner's authority
under finsert citation to Unfair Trade Practices Actl.

Judicial Review of Orders and Reports

Any licensee subject to an order of the commissioner under Section fsection on cease and desist orders] or
Section fsection on penalties] or any licensee whose rights under this Act were allegedly violated may
obtain a review of any order or report of the commissioner by filing in the [insert title] Court of [insert

A

B.

court that such additional evidence is material and that there are
reasonable grounds
additional evidence
conditions as the court
new findings by reason of%:fladditional evidence so taken and shall file such modified or new findings
along with any recommendation, if any, for the modification or revocation of a previous order or renorl. If
supported by clear and convincing evidence, the modified or new findings shall be conclusive as to the
matters contained therein.

C. An order or report issued by the commissioner under Section [section on cease and desist ordersl or
[section on penalties] shall become final:

(1)

(2)

Upon the expiration of the time allowed for the filing of a petition
has been duly filed; except that the commissioner may modify or sel
extent provided in Section [section on cease and desist orders]; or

Upon a final decision of the linsert title] Court if the court directs
commissioner be affirmed or the petition for review dismissed.

for review, if no such petition
aside an order or report to the

that the order or report of the

No order or report of the commissioner under this Act or order of a court to enforce the same shall in any
way relieve or absolve any licensee affected by such order or reporl from any liability under any law ofthis
state.

D.

O 2016 National Association of Insurance Commissioners I I
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Individual Remedies

If any licensee fails to comply with Section [insefi section(s) addressing consumer rights] of this Act with

,"rp..t to the rights granted under those sections, any person whose rights are violated may apply to the

[insert title] Couit of itris state, or any other court of competent jurisdiction, for appropriate equitable relief'

In any action brought pursuant to this section, the court may award the cost of the action and reasonable

attomey's fees to the prevailing party.

An action under this section must be brought within turo (2) years from the date the alleged violation is or

should have been discovered.

Except as specifically provided in this Act, there shall be no remedy or recovery available to consumers' in

law or in equity, for occurrences constituting a violation of any provisions of this Act'

Section 16. ImmunitY

No cause of action in the nature of defamation, invasion of privacy or negligence shall arise against any person for disclosing

personal or privileged information in accordance with this Act, nor shall such a cause of action arise against any person for

Section 18. Rules and Regulations

The commissioner may, upon notice and oppo persons to be heard, issue such rules, regulations and

orders as shall be necessary to carry out the

Section 20. Effective Date

This Act shall take effect on finsert
effective datel.

a date which allows at least a one year interval between the date of enactment and the

A.

B.

C.

D,

furnishing p..ronui or privileged information to a licensee; provided, howw$r, this section shall provide no immunity for

disclosing or furnishing false information with malice or willful intent to injuie any person.
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